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DON DANG KY KIEM THOA THUAN CUNG CAP, SU [ prepared
DUNG DICH VU NGAN HANG TRUC TUYEN
APPLICATION FORM AND AGRREMENT ON PROVIDING,
USING ONLINE BANKING SERVICE

(2t ¥ MH|2 HE U 0|8 A %A, HHAM)

Approved 1

Ngin hang TNHH MTYV Woori Viét Nam - Chi nhanh /
Woori Bank Vietnam Ltd - Branch (X|338)

[] Dang ky/ Registration (M) [] Thay dbi/ Change (1 3) [ Huy/ Cancellation (s§XI)

THONG TIN KHACH HANG / CUSTOMER INFORMATION (2474 &)

Tén khéch hang
Customer name (1124 &)
S6 CCCD/PDCN/ C4 nhan/ Individual (7§91) | S0 PKDN/GPPT | Doanh nghiép/ Corporate (712
H¢ chieu/ ID/Passport no Business license no
@R25/0d Ho) MR ESESHD)

S6 dién thoai/ Phone number T —
et mail (0|0 )

YEU CAU DICH VU/ SERVICE REQUEST (MH|A 2%)

I.ONLINE/MOBILE BANKING (2E{l/2 LW Z)

[] S dién thoai/ Phone number (1} S) | * Truong hop dbi s dién thoai, 1D vin khong thay
L doi/ In case of changing phone number, ID remains
_ (Chi &p dung do6i vgi Ca nhan/ Only unchanged.

ID ngudi dung Individual Customer/ 7ol zojgt sfgh | (M= g0 M2 DASHE 27

User ID (AHE Xt ID)

AL A 6~10 ki tu: chir tiéng Anh va sb
D‘ Tu‘ ttht |a‘p/ STtUp| (17_'"%‘78 l‘D) ‘ ‘ 6~10 characters: Letters and number

(6~10 At2|: E+=Ah

Ca nhan/ Individual (7HQ!) * Phi/ Fee (:22):
1. Bat bugc/ Required (B=) - Khép dung thong tin sinh tric hoc/Biometric
M Khop ding thong tin sinh tric hoc/ authentication (4% 215): Mién phi/ Free (&)
Biometric authentication (x| ¢1Z) - Mobile OTP: Mién phi/ Free (2&)
Hinh thic xac nhan | 2 1oy chon 1 trong sé cac hinh thic sau/ | - AOTP 2 VND 200,000
Authentication method Choose 1 of the following options

~ — * Han muc tdi da theo céc hinh thuc xac nhan:
(ASEH) (OF2f &4 & st M=) Chi tiét tai Didu khoan va didu kién dinh kem/
[ ] Mobile OTP L[] A-OTP Maximum transaction limit by authentication
method: details at the terms and conditions file
attachment (QIZgAld  FOistz MM HEE

Doanh nghiép/ Corporate (7| %)

[] A-OTP oo AE)
Han mic 20 dich |y a1 ime 1 51y v i i ittt s it o
(el - 1 ngay/ 1 day (1 &): VND ﬂig;gl'ﬁ 1on method (s=8 =5 S=
Phan loai/ Type (&) VAn tin/Inquiry (=2l Chuyén tién/Debit (52
Tai khoan sir dung [] Pang ky/ Register (52) | [Tat ca/ All account (HAZ) | [ITét ca/ All account (HAH =)
Account (0| A %h [ Huy/ Cancellation (8§X1) | [] S& tai khoan/dccount No. | [] S6 tai khoan/Account No.
(A Z ) (A zpH )

11.DICH VU SMS/ SMS SERVICE (SMS 2 AMH|A)

Phan loai Tai khoan sir dung S6 dién thoai ding ky Ngon ngir

Type (&) Account (0| A=} Mobile No. (RLHEH D) Language (&X|2101)
[ Pang ky/ Register (52) | [] Tat ca/ All account (BAE) | [ Sb dién thoai mic [ Tiéng Viét/ Vietnamese
[] Huy/ Cancellation (3#Xl)| [ S& tai khoan/Account No. | dinb/ Default Mobile No (H E L0l

(553 3wz
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(A5t ) [J Khéc/ Other (71Eh [ Tiéng Anh/ English (Z01)
* Tai khoan phi/Fee Account
(G- EY))
* Noi dung tin nhin bao gdm bién dong sb dur tai khoan va cac thong bao khac/ Received information includes Account balance
changes and other notices (SMS &2 AZA=Z Al X 7|EtEX| =)

I11.YEU CAU KHAC/ OTHER REQUEST (7|E} 2%)
Trudéce/ Before (7|1E) Sau/ After (HZER2H)

THONG TIN NGUOI PUQC UY QUYEN CUA DOANH NGHIEP (NEU CO)

AUTHORIZED PERSON INFORMATION OF CORPORATE (IF ANY) (ZI¥2| tiz|Ql H&)

Tén/ Name ("843): Chir ky clia nguoi

£ A 1AL duge iy quyéen
$6 CCCD/BDCN/HG chicu: Authorized person’s Signature
ID/Passport no (A&F/0HHZ): (CH2lel MH)

Ngay cip/ Issued date (£33 Y):
Noi cap/ Issued by (L2*):
S dién thoai/ Mobile phone No. (H3t#S):

bia chi/ Address (F=2):

Cong ty chiing t6i iy quyén cho ngudi néi trén dén Ngan hang thuc hién viéc dang ki dich vu Ngan hang truc
tuyén. Nguoi duge ty quyén dugce nhan thong tin lién quan dén dich vu Ngan hang truc tuyén, cac loai ma khoa
bi mat va thiét bi bao mat A-OTP.

We hereby authorize the above mentioned person for having authorities to register Online Banking Services
with the Bank. The Authorized person having authorities to receive all information related to Using the Online
Banking Services, passwords and the A-OTP Security method.

YA 222 8T MB[A AFo o5t 7] tHE|IofA fIYE S TeLICE ti2|el2 =22t HE
MB|A2tE FE, 435 H[ZBS = HoF A0TP & #E + USLICL

Cong ty chung toi hiéu rang sau khi dich vu Ngan hang truc tuyén da duoc ding ki thanh cong, ngudi gitr A-
OTP c6 thé ding nhap va thuc hién cac giao dich van tin/chuyén tién. Chung t6i xin chiu hoan toan trach nhiém
trude phap luat vé moi giao dich phat sinh lién quan dén viéc iy quyén nay.

We understood that after the Online Banking Service is registered successfully, the A-OTP holder can log in and
operate inquiry/transfer transactions. We agree to take full responsibilities to the law for all transactions
related to this authorization.

=2l WA MH|A LERE £ A-0TP ERAZE 23015101 =3 8l O|F & HHE & =+ UA=AHS &

Nhiing théng tin néu trén 1a day du, trung thuc va chinh xAc.

The information provided above is complete, true and correct.

71 HSE 2= 25, Ardo|H FetgtL ot

T6i (Ching t6i) xac nhan da duoc cung cap, dong thoi dd doc, hiéu rd, dong ¥ va cam két thuc hién voi cac ndi
dung trén va “Piéu khoan va diéu kién dich vy Online Banking ciia Ngan hang TNHH MTV Woori Viét Nam”
duoc niém yét/ding tai cong khai tai website chinh thirc ctia Ngan hang (https://woori.com.vn) va/hodc cac kénh
cung cip dich vu cia Ngan hang. Toi (Chiing t61) chiu trach nhiém cap nhat va chap thuan nodi dung Diéu khoan
va Diéu kién noi trén duoc sira d6i, bd sung theo tirng thoi ky trén website https://woori.com.vn va/hodc cac kénh
cung cap dich vu cia Ngan hang. “Diéu khoan va diéu kién dich vu Online Banking ctia Ngén hang TNHH MTV



https://woori.com.vn/
https://woori.com.vn/
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Woori Viét Nam” 1a mot phan khong tach roi ciia Don dang ky nay va t6i (ching t6i) dong ¥ ding ky st dung
dich vu Ngén hang tryc tuyén ciia Ngan hang Woori Viét Nam.

1 (We) hereby confirm that I (We) 've been provided, read, clearly understood, agreed and commit to comply with
all the above provisions and “Online Banking Service Terms and Conditions of Woori Bank Vietnam”
posted/published publicly on the Bank s official website (https://woori.com.vn) and/or service providing
channels of the Bank. I (We) take responsibility for updating and accept amendment and supplementations from
time to time of the above Terms and Conditions posted on the website (https://woori.com.vn) and/or service
providing channels of the Bank. The “Online Banking Service Terms and Conditions of Woori Bank Vietnam” is
an integral part of this Application, I (We) agree to make an application for using the Online Banking service of
Woori Bank Vietnam.
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T6i (Chung t6i) xac nhan da nhan/ I (We) conf irm the receipt of (Ot2i et & £
[] Mat khau diang nhap tam thoi/ Temporary Login Password (2 A 21Q1H| YU
[J Ma cap phat Mobile OTP/ Mobile OTP issue code (2HIY OTP Y2 A E)

[] S seri A-OTP/ A-OTP Serial No (A-OTP A|2| L 5):

Ngay/ Date (ZA}): / /
Chii tai khoan ky, ghi ré ho tén va déng dau (néu co)
A/C holder’s signature with full name and stamp (if any)

Azt27F ME & AH)

PHAN DANH CHO NGAN HANG/ FOR BANK’S USE ONLY (28 &)
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PIEU KHOAN VA DPIEU KIEN DICH VU ONLINE BANKING CUA
NGAN HANG TNHH MTV WOORI VIET NAM

Céc Diéu khoan va diéu kién dich vy Online Banking ctia Ngan hang TNHH MTV Woori Viét Nam
(“Piéu khodn va diéu kién”) duoc ap dung dbi voi viée dang ky va str dung dich vu Online Banking do
Ngan hang TNHH MTV Woori Viét Nam (“Woori Bank” hay “Woori Bank Viét Nam”, “Ngdn hang”)
cung cip, bao gdm nhung khong gi6i han cac dich vu khac lién quan dén viéc st dung dich vu Online
Banking cua Ngan hang.

Piéu 1: Pinh nghia

1.1 “Ngan hang” hay “Woori Bank Viét Nam” nghia 1a Ngan hang Trach nhiém hiru han Mot thanh
vién Woori Viét Nam bao gém Tru s& chinh, tit ca cidc Chi nhanh va Phong giao dich cua Woori Bank
trén toan qudc cung cip dich vu Online Banking cho Khéch hang.

1.2 “Khach hang”: 13 c4 nhan, t6 chirc/doanh nghiép dang ky sir dung dich vu Online Banking v6i Ngan
hang.

1.3 “Online Banking™: 1a cac dich vu Ngan hang truc tuyén cho phép Khach hang thyuc hién giao dich
tryc tuyén bang cach ding nhép trén trang web hoic ing dung ctia Woori Bank Viét Nam, nhan cac thong
tin nhu bién dong sb du tai khoan qua tin nhin dién thoai/thong bao diy va cac dich vu tién ich khac do
Woori Bank Viét Nam cung cép theo timg thoi ky.

1.4 “Internet Banking”: 1a dich vu ngan hang truc tuyén trén trang web ctia Ngan hang, cho phép Khach
hang sir dung tén dang nhap va mat khau dugc cap boi Ngan hang dé dang nhap va thuc hién cac giao
dich tai chinh d6i vdi cc so tai khoan cia Khach hang tai Ngan hang.

1.5 “Mobile Banking™: la dich vu ngan hang tryc tuyén trén dién thoai di dong, qua d6 Khach hang sur
dung dién thoai di dong ctia minh dé truy cap ing dung Mobile Banking cuia Woori Bank Viét Nam nham
thue hién cac giao dich ngan hang truc tuyen Tén ding nhap va mat khau duoc st dung trén Mobile
Banking giong nhu tén dang nhap va mat khau duoc st dung trén Internet Banking.

1.6 “Dich vu SMS”: 1a dich vu Ngan hang guri cac tin nhian chiam soéc Khach hang/quang céo nhu tin
nhin thong bao bién dong s6 du tai khoan di ding ky dich vu hodc cac thong tin lién quan dén viée st
dung Ngan hang truc tuyén caa Khach hang t6i s6 dién thoai Khach hang di dang ky.

1.7 “Tén dang nhap”: 1a mot chudi cac ky tu duge Khach hang diang ky va duge Ngan hang chip thuan
dé Khach hang str dung dé dang nhap vao hé thong Online Banking ctia Ngan hang.

1.8 “Mat khau ding nhap”: 1a ma khéa bi mat duoc Khach hang st dung dé xac nhan quyén truy
cap/dang nhap ciia Khach hang vao hé thong thong tin, ing dung, dich vu Online Banking ctia Ngan
hang.

1.9 “Tai khoan” nghia 1a tai khoan ciia Khach hang da dang ky sir dung hé thong thong tin, img dung,
dich vu Online Banking cua Woori Bank Vi¢t Nam.

1.10 “Mat khau tai khoan”: 1a mot chudi bao gdm 04 chit sé dwgc Khach hang diang ky, sir dung cho cac
giao dich cua tai khoan.

1.11 “Yéu cau thanh toan”: 1a yéu cu chuyén tién ctia Khach hang t6i ngudi thy hudong thong qua hé
thong Online Banking.

1.12 “Thoi han thanh todn”: 1a han thoi gian yéu cau thanh toan c6 thé duge xir 1y va chuyén cho nguoi
thu hudng thanh cong.

1.13“OTP”: 1a ma khoa bi mat dung mot lan gém 06 chit sd, duoc st dung trong céc giao dich nhu
chuyén khoan qua hé théng Online Banking.

1.14"OTP Token" (Token OTP loai thudng): 13 thiét bj tao mad OTP chuyén dung, thudng sir dung trong
cac giao dich nhu dang nhép, chuyén khoan trén hé thong Online Banking.

1.15“A-OTP” (Token OTP loai nang cao): 1a thiét bj tao ma OTP dang nang cao trong d6 Khach hang
phai nhap ma twong tng véi timg giao dich Online Banking vao thiét bi A-OTP dé tao ra ma OTP sir
dung cho xé4c nhan giao dich.

1.16 “Mobile OTP” (Soft OTP loai co ban): la giai phap xac thuc giao dich dugc tich hop vai tng dung
Mobile Banking ctia Ngan hang, khi cai dt Mobile OTP, Khach hang can ding ky ma PIN gdm 06 chir
s6 dé st dung cho xac nhén giao dich trén Online Banking.

1.17 “Ma PIN™: 14 s6 gdm 06 chir s6 ma Khach hang dang ky trén Mobile Banking khi cai dat Mobile
OTP, duoc st dung dé xac nhan giao dich.
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1.18 “Khép ding thong tin sinh tric hoc”: La hinh thirc xac nhén st dung céc dac diém sinh hoc, diu
hiéu nhan dang va xac thuc danh tinh ctia Khach hang mang tinh duy nhit nhu vén tay, mong mit, khuén
mat, giong noi...v..v

1.19“Dir liéu khach hang”: La céc loai thong tin, dit liéu vé Khach hang ma Ngan hang thu thap nhim
muc dich cung cép san phém/dich vu cua Ngan hang téi Khach hang nhu ho tén, s6 dién thoai, email...v..v

Piéu 2: Pham vi dich vu

Dich vy Online Banking do Woori Bank Viét Nam cung cp cho Khach hang bao gom:

2.1 Tra ctru thong tin: s6 du tai khoan, lich sir giao dich cua tai khoan thanh toan, tai khoan tién gui, thé
tin dung/thé ghi no, tai khoan vay; ty gia; 13i suat; théng tin chi nhanh/PGD ctia Ngan hang va cac thong
tin khac.

2.2 Chuyén tién: Chuyén khoan trong va ngoai nudc, d6i ngoai té.

2.3 Rut tién: Rut tién ATM bang Gmg dung Mobile Banking khong dung thé ATM vit 1y.

2.4 Thanh toan: Nap tién/mua ma thé dién thoai, thanh toan héa don, thanh toan hang hoa, dich vu bang
ma QR va cac dich vu khac.

2.5 M&/déng tai khoan tién gui, ding ky khoan vay.

2.6 Thong bao: Cac dich vu thong bao nhu thong bao bién dong sé du, ty gia, thong tin khuyén mai...v..v.
2.7 Cac dich vy, tién ich khac do Ngan hang cung cap theo timg thoi ky.

Piéu 3: Gio giao dich

3.1 Gio giao dich ciia Online Banking ctia Woori Bank Viét Nam 1a 24/7 (24 gio mbi ngay, 07 ngay mdi
tuan) khong bao gom thoi gian bao tri, ndng cap h¢ thong hodc cac truong hop bat kha khang, xay ra cac
van dé nam ngoai kha nang kiém soat cia Woori Bank Viét Nam.

3.2 Thoi gian xir Iy cac yéu cau thanh toan ctia Khach hang nhu sau:

a. Yéu cau chuyén khoan cho nguoi thy huong trong cung hé théng Woori Bank Viét Nam hoidc ¢ ngan
hang khéac qua hé thong chuyén nhanh NAPAS s€ dugc xur ly ngay sau khi Khach hang thuc hién giao
dich.

b. Yéu cau chuyén khoan cho nguoi thy huéng & ngan hang khac qua hé théng chuyen khoan thong
thuong (Citad) thyc hién trude Thoi han thanh toan s€ duge xu 1y trong ngay. Cac yéu cau chuyén khoan
thuc hién sau Thoi han thanh todn s€ dugc xtr Iy vao ngay lam viéc tlep theo. (Thoi han thanh toan thong
thuong 1a 16 gio 30 phut hang ngay ctia ngay lam viéc).

c. Yéu cau chuyén khoan cho ngudi thu hudng tai nude ngoai va m(f)t‘sé giao dich chuyéq ngoai t¢ khac
s€ dugc chi nhanh xtr 1y sau khi hoan tat viéc kiém tra cac chimg tir can thiét lién quan (néu co).

3.3 Thoi gian gui tin nhan SMS/thong bao dé}y trén mg dung Mobile Banking ctia Ngan hang dé thong
bao bién dong so du: ngay sau khi thay doi s6 du (4p dung cho céc tai khoan da dang ky dich vu).

3.4 Gi6 giao dich néu trén co thé dugc dicu chinh theo timg thoi ky va s& dugc cap nhat trén noi dung
ban Biéu khoan va diéu kién va dang tai cong khai trén trang web chinh thirc ctia Ngan hang.

Piu 4: Han mirc giao dich va cac hinh thirc xac nhan
4.1 Han muc giao dich: La gidi han s6 tién ma Khach hang c6 thé giao dich (bao gdm chuyén tién trong
nude/nude ngoai...v..v) gdm:

— Han mtec giao dich mét 1an: gi6i han s tién ma Khéach hang ¢ thé chuyén véi mdi giao dich.

— Han mirc giao dich mot ngdy: gidi han s6 tién ma Khach hang co thé chuyén mdi ngay.
4.2 Céc hinh thirc x4c nhan
Hién tai Ngan hang dang cung cép cac hinh thirc x4c nhan sau: Mobile OTP, khép dung thong tin sinh
trac hoc (khuén mat) va A-OTP. Ngan hang c6 thé ap dung bo sung hodc két hop cac hinh thirc xac nhan
nham dam béo an toan, bao méat cho giao dich ctia Khach hang.
Khach hang can ding ky thong tin sinh tric hoc véi Ngan hang dé c6 thé st dung dich vu Online Banking.
Khach hang can x4c nhan khép dung thong tin sinh tric hoc két hop véi Mobile OTP/A-OTP trong cac
truong hop sau day:

— Lan déu thyc hién giao dich trén Online Banking;

— Khi thyc hién giao dich trén thiét bi khac vdi thiét bi thuc hién giao dich Online Banking lan

gan nhat;
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— Cac giao dich dang ky chuyén tlen/chuyen tién dit lich (giao dich chuyén tién thudng khac ngan
hang, chuyén tlen nudc ngoai, chuyén tién ty dong..v..v);
4.3 Han muc giao dich tdi da theo cac hinh thirc xac nhan nhu sau:

Khach . L . Trong nwéc Nudc ngoai
X Hinh thirc xac nhin X . X -
hang 1 lan 1 ngay 1 14n 1 ngay
Mobile OTP/A-OTP | 10 tricu VND 20 triéu VND Khong kha dung
Khép dung thong tin
cs | Sinhtrachockéthep | 500 trigu VND | 1,5ty VND | 200 triéu VND | 1ty VND
nhan Mobile OTP
Khop dung thong tin
sinh tric hoc két hop Khong giéi han Khong gidi han
A-OTP
Doanh N Ly N Y
nghiép A-OTP Khong giéi han Khong gidi han

*) Luu y: Hién tai Khach hang 14n dau mé tai khoan thanh toan tai Woori Bank Viét Nam va m& tai khoan
thong qua e-KYC sé& dugc hé thong tu dong thiét 1ap tong han muc cac giao dich ghi no trén tai khoan
m& bang phuong thire dién tir 1 t6i da 100 triéu dong/thang/khach hang. Viéc thiét 1ap han mirc giao dich
dbi véi tai khoan mé bang phuong tién dién tir co thé dugc thay doi tuy thudc chinh sach ndi bo timg
thoi ky ciia Woori Bank Viét Nam. Khach hang can dén Chi nhanh/Phong giao dich ctia Woori Bank Viét
Nam dé yéu cau ting han muc hodc bo gidi han vé han mirc giao dich ghi no nay.

4.4 Han muc giao dich ctia Khach hang khong bao gdm sb tién giao dich gitta cac tai khoan cta chinh
Khach hang trong ciing hé théng Woori Bank Viét Nam.

4.5 Han muc ap dung thyc té ciia timg Khach hang tiy thudc vao han mirc thyc té Khach hang diang ky
v6i Ngan hang, nhung khong vuot qua han muc tdi da cta cac hinh thirc xac nhan ma Khach hang dang
su dung theo quy dinh ctia Ngan hang.

4.6 Han muc giao dich va cac hinh thirc xac nhan giao dich tuong tng dugc quy dinh boi Woori Bank
Viét Nam tuan thu quy dinh ctia Ngan hang Nha nude va co thé thay doi tiy ting thoi diém. Khach hang
c6 thé tham khao thong tin lién quan dén han muc giao dich va cac hinh thirc x4c nhan giao dich tai quay
cua Woori Bank Viét Nam hodc thong qua viéc st dung dich vu Online Banking cua Ngan hang. Khach
hang co the yéu cau tang hodc giam han murc giao dich cua minh thong qua hé thong Online Banking

hodc truc tiép tai quiy ctia Woori Bank Viét Nam. Yéu cau ting/giam han mic giao dich s& dugc ap dung
sau khi Khach hang dang ky.

Piéu 5: Cai dit va sir dung dich vu

Khach hang truy cép vao dia chi trang web chinh thirc cua Ngan hang tai https://www.woori.com.vn hodc
https://www.woori.vn d€ str dung Internet Banking hodc tai vé img dung Mobile Banking cua Ngan hang
bang cach tim kiém tir khoa “Woori WON Vietnam” trén cac kho trng dung (App store hodc Google Play).
Ngoai cac thong tin, phuong tién do Ngan hang cung cap, Khach hang cén cung cép/déng ky véi Ngan
hang cac thong tin nhu s6 dién thoai di dong, dia chi email...v..v, dong thoi co6 thi€t bi di dong thong
minh/may tinh c6 két noi Internet dé truy cap Online Banking cua Ngan hang.

Pé dam bao bao mat, hé thdng s& yéu 9§u Khach hang (’i(x)i mat khau dang nhap trong lan truy cép dau
tién. Kbéch hang bat ]au(}c thuc hién Q6i mat khau qdé bat dau sur dung glich VI_,l.‘Th(‘)"i gigm hiéu luc cua
mat khau dang nhap t61 da 12 thang, d61 véi mat khau ddng nhap duogc cap phat lan dau t6i da 1a 30 ngay.
Cac thong tin hudng dan sir dung déu duogc hién thi theo timg man hinh giao dich. Khach hang tham khao
ndi dung hudong dan cu thé trén trang web/ing dung hodc tham khao thém thong tin tai cac chi nhanh,
phong giao dich, trang fanpage chinh thirc cua Ngén hang dé str dung dich vu. Ngoai ra co thé lién hé
tryc tiép véi Ngan hang dé duoc hd tro truc tiép qua Hotline chim séc Khach hang 1800-6003.

Trong qua trinh sir dung dich vu Online Banking, truong hop Khach hang dé 16 thong tin c4 nhan, tai
khoan, cac yéu t§ cAn bao mat khéc, cai dat/truy cép cac duong dan/ing dung gid mao s€ co thé dan dén
viéc ngudi dung bi theo ddi hodc bi chiém quyén diéu khién tir xa, tur do co thé bi danh cap dir liéu ca
nhén, thong tin tai khoan Ngan hang cho muc dich chiém doat tién trong tai khoan. Ngan hang khong
chju trach nhiém v&i bét ky thiét hai nao xay ra do 161 Khach hang dé 16 tén truy cap, mat khau, thong tin
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xéc thuc va céc yéu td can bao mat khac vi bat ky 1y do gi; khong chiu trach nhiém néu Khéch hang sir
dung phan mém, tai liéu, truy cap vao duong link hay tuan theo cac chi dan khong phai do Ngan hang
cung cap.

Vi vdy, nhdm nang cao canh giac va bio mat thong tin tai khoan Ngan hang cia chinh minh, dong thoi
phong ngtra cac rui ro lién quan dén viée sir dung dich vu Online Banking, Khach hang can luu y:

- Chi cai dat img dung Online Banking ciia Ngan hang dugc phat hanh chinh thirc trén cac kho img dung
(App store hodc Google Play), khong cai dat cac phan mem la, phan mém khong c6 ban quyén, khong
cai dit img dung qua cac duong dan, tap tin khong rd ngudn gdc.

- Chi truy cap Online Banking chinh thirc cua Ngan hang tai cac dia chi néu trén.

- Khong truy cap cac duong dan hoic quét ma QR nhan dugc qua SMS/email/tai khoan mang xa hoi khi
chua xéc thuc dugc thong tin nguodi gui.

- C6 trach nhiém quan 1y cac loai mat khau va cac yéu t6 can bao mat khac lién quan dén Online Banking,
tranh ghi chép cac thong tin can thiét cho giao dich trén Online Banking vao s tay, vi hodc nhitng noi
c6 nguy co bi ro ri, that lac cao.

- Thyc hién thay d6i mat khau diang nhdp dinh ky, khong cung cip/ tiét 16 cac thong tin quan trong nhu
mat khau dang nhap, ma PIN, OTP..v..v cho nguoi khac.

Pi¢u 6: Thu thap, xir Iy dir liéu ciia Khach hang va Chinh sach bao mat

6.1 Thoa thun vé thu thap, xtr ly dir liéu cia Khéach hang va trach nhiém ctia Woori Bank Viét Nam
Khach hang véi vai tro 1a Bén cung cép dir lidu c4 nhan téi Woori Bank Viét Nam (chiang han nhu thong
tin, dit liéu ca nhan cta chinh Khach hang hodc ngudi c6 lién quan; ngudi dai dién theo phap luat, nguoi
duogc y quyén, ké toan truong/ngudi phu trach ké toan, ddi téc ... ciia Khach hang 1a to chirc/doanh
nghiép) xac nhan riang:

a. Khach hang dong y cho Woori Bank Viét Nam thu thap va thuc hién cac hoat dong xtr 1y d6i véi Dir
Li¢u Ca Nhan cua chinh Khach hang hodc bén thir ba da, dang hodc s€ dugc Khach hang cung cép cho
Woori Bank Viét Nam trong qua trinh dang ky, sir dung cac dich vy, san pham ctua Khach hang tai Woori
Bank Viét Nam. Sy dong y nay cta Khach hang 1a ty nguyén trén co s da dugc Woori Bank Viét Nam
cung cép, thong bao diy du thong tin, hiéu va biét & cac ndi dung vé Loai Dit liéu ca nhan dugc Woori
Bank Viét Nam xu ly, Muyc dich Woori Bank Viét Nam xur ly Dir li€u ca nhan, Thong tin vé to chirc, ca
nhan dugc xur Iy Dir liéu ca nhan va cac t6 chirc, ca nhan khac 6 lién quan, Céch thirc xtr Iy, Hau qua,
thiét hai khong mong mudn c6 kha nang xay ra, Thot gian bat dau, thoi gian két thuc xur Iy Dir liéu ca
nhan, cac quyén va nghia vu cua chu thé dit liéu va cac ndi dung khac duge quy dinh chi tiét tai Diéu
khoan va Diéu kién vé bao vé va xir 1y dit liéu ca nhan dugc Woori Bank Viét Nam cong b6 trén website
http://woori.com.vn/, tai try s& dia diém kinh doanh, phan mém ung dung giao dich tryc tuyén trén
Internet, dién thoai di dong (néu c6) ciia Woori Bank Viét Nam (sau ddy goi tat 1a “Diéu khoan va Piéu
kién vé bao vé va xur 1y dit liéu c4 nhan”).

b. Trong pham vi yéu cau cta phap luat Viét Nam c6 lién quan, Khach hang da dat dugc cac diéu kién
can thlet dé co duoc sy dong ¥ va iy quyén ctia tit ca cac chu thé dir liéu (12 bén thir ba néu tai diém a &
trén, néu co phat sinh) c6 thé thay mat chu thé dix liéu thuc hién cac tha tuc lién quan té1 xu 1y liéu Dir
Liéu Ca Nhén voi Woori Bank Viét Nam theo Diéu khoan va diéu kién nay va Diéu khoan va Diéu kién
vé bao vé va xur 1y dir liéu ca nhan. Khach hang s€ cung cip bang chirng xac thyc vé viéc Khach hang da
dat dugc cac didu kién can thiét de c¢6 duge sy dong ¥ va uy quyén cua tat ca cac chu thé dir liéu ngay
khi Woori Bank Viét Nam c6 yéu cau.

6.2 Chinh sach bdo mat thong tin
a. Woori Bank Viét Nam y thie dugce trach nhiém d6i voi Khach hang va cam két sir dung thong tin dir
liéu cua Khach hang do Khach hang cung cap dung myc dich. Pong thoi Ngén hang s¢ c6 gang hét mtrc

c6 thé dé xay dung, cing cb cac quy dinh vé bao mat, 1ap dit cac trang thiét bi bao mat can thiét cho viéc
thu thép, st dung va quan ly thong tin Khach hang.

b. Woori Bank Viét Nam cam két khong tiét 10 thong tin c4 nhan, thong tin giao dich cia Khach hang
cho bat ky bén thtr ba nao khac, trur khi:

- Théng tin d6 da thong béao trudc cho Khach hang va c6 duge sy dong ¥ tir Khach hang vé viée tiét 16;
- Cung cép cho cac nhan vién chi nhanh va phong giao dich cua Woori Bank Viét Nam va/ hodc bén thi
ba khi ho can thong tin d6 dé thyc hién céc yéu cau cua Khach hang.
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- Theo yéu cdu clia cac co quan nha nudce, Toa an hodc cac co quan c6 tham quyén khéac. Tuy nhién, voi
diéu ki¢én, Ngan hang s€ chi cung cap thong tin trong tham quyén cua Ngan hang;

- Bé giai quyét tranh chap (néu c6) giita Ngan hang va Khach hang.

c. Khéach hang cam ket khong tiét 16 thong tin ctia Ngan hang lién quan dén viéc cung cap dich vu Online
Banking theo yéu cau ciia Khach ‘hang cho bat ky bén thtr ba nao khac trir khi cung cap cho cac co quan
Nha nudc, Toa an, co quan c6 thim quyén hoic khi cé sy dong ¥ ciia Ngan hang.

6.3 Phuong tién bao mat

a. Phuong tién bao mét bao gdm Tén dang nhap; cac loai Mat khau; OTP; OTP Token, A-OTP, Mobile
OTP...v..v.do Ngan hang cap cho Khach hang.
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b. Dbi véi cac loai mat khau bao gém “mat khau dang nhap”, “mat khéu tai khoan” néu Khach hang nhap
sai qua soO lan cho phép thi giao dich tai khoan s€ ty dong bi gidi han nham muc dich bao mat.

6.4 Chinh sach bao mat va ban quyén thuong hiéu.

a. Ca Ngén hang va Khach hang s& chiu trach nhiém ngan chan cac hoat dong gian lan tryc tuyén. Ngan
hang ludn no6 luc dé &p dung céc ti€éu chuan tot nhat trong bao vé quyén loi ciia Khach hang. Ngan hang
khuyén nghi Khach hang gitr bi mét thong tin moi luc, moi noi, tranh v6 tinh chia s¢ hodc tiét 16 thong
tin cho bat ky bén thir ba nao. Tranh chon thong tin dé doén nhu tén, dia chi, s6 dién thoai, ngay sinh, v.v.
khi Khach hang dang ky tén dang nhéap va thay doi Mat khau.

b. Tat ca cac thiét ké, logo, hinh anh va thong tin duoc tai 1én trén trang web/ img dung ctia Ngén hang
deu thudc quyén s& hitu tri tu¢ ctia Woori Bank Viét Nam. Nghiém cam moi hanh vi st dung, chinh stra,
luu trit, sao chép, phat tan, chia sé b‘ét ky phan nao cta céc tai san nay cho muc dich thuwong mai hoac
cong cong ma khong co sy dong y bang van ban cua Ngan hang.

6.5 Bién phap dam bdo an toan, bao mat khi sir dung dich vu Online Banking:

DPé dam bao giao dich an toan va bao mat khi str dung dich vu Online Banking, Khach hang can luu y tbi
thi€u cac ndi dung sau:

- Bao vé bi mat mat khau, ma PIN, OTP va khong chia sé cac thiét bi luu trit cac thong tin nay;

- Khong nén str dung may tinh cong cong, wifi cong cong dé truy cap, thuc hién giao dich Online Banking
- Khong luu lai tén dang nhap va mat khau, ma PIN trén céc trinh duyét;

- Thoét khoi tmg dung Online Banking khi khong sir dung va dong ctra s6 trinh duyét, khoa hoac tét thict
bi ca nhan khi tam doi thiét bi trong mot thoi gian dai;

- Cai dat va cap nhat ddy di cac phién ban va 16 hong bao mat ctia hé diéu hanh, phan mém mg dung
Online Banking;

- Thyc hién cai dat, s dung phan mém diét vi rat, phan mém phong chéng ma doc trén thiét bi ca nhan
su dung dé giao dich Online Banking;

- Lya chon céc hinh thirc x4c nhan (A-OTP/Mobile OTP/khdp dung thong tin sinh trac hoc...) phu hop
v61 nhu cau str dung vé han muc giao dich;

- Khong thé sir dung cac thiét bi di dong di bi pha khoa, thay d6i/lam gia hé diéu hanh dé tai va sir dung
ung dung Mobile Banking cua Ngéan hang.

- Thong bao kip thoi cho Ngan hang khi phét hién céc giao dich bat thudng hodc truong hop nhu mat,
that lac, hu héng thiét bi tao OTP, s6 dién thoai nhan S’MS da dang ky v&i1 Ngan hang; bi Itra ddo hoac
nghi ngo bi ltra ddo; bi tin tac hodc nghi ngo bi tin tic tan cong.

- Thay d6i mat khau dang nhap dinh ky theo hudng dan cua hé thong tdi thiéu 3 thang mot 1an hodc khi
bi 10/nghi ngo bi 10 thong tin truy cap.

- Tuyét d6i khong tiét 16 cac thong tin truy cap, mat khau cac loai, OTP... cho bét ky bén th ba nao khéc.

Piéu 7: Phi

7.1 Phi dich vu, phi cip cac thiét’ bi tao OTP (A-OTP...) dugc quy dinh day du trong Biéu phi ctia Woori
Bank Viét N,am va dugc cong bo tai trang web chinh thuc va tai tat ca cac Chi nhanh, Phong giao dich
trén toan quoc cua Woori Bank Viét Nam.

7.2 Phi dich vu va phi giao dich c6 thé duoc thu trude hodc sau khi phat sinh giao dich va muc phi co thé
khac nhau tuy thudc vao tung loai giao dich.

7.3 Pbi v6i loai phi ma Khach hang iy quyén cho ' Ngén hang ty dong thu, Ngan hang s€ ghi ng khoan
phi d6 tir tai khoan da dang ky cta Khach hang. Néu s6 du tai khoan da dang ky khong da dé thanh toan
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phi, Ngan hang s€ ghi no bat ky tai khoan nao khac ctia Khach hang dé thanh toan phi hodc tim céc bién
phap khac dé giai quyét.

7.4 Trong trudng hop co6 bat ky thay d6i ndo vé chinh sach phi, Woori Bank Viét Nam s¢& thong bao cho
Khéch hang tai cac chi nhanh, phong giao dich trén toan qudc hodc cong khai trén trang web chinh thirc
cua Ngan hang.

Piéu 8: Quyén va nghia vu ciia Woori Bank Viét Nam

8.1 Quyén cia Woori Bank Viét Nam

a. Woori Bank Viét Nam ¢ quyén yéu cau Khach hang cung cap thong tin ca nhan bao gom thong tin
dién vao don ding ky, cac tai lidu thu thap thong tin va tai liéu khac nhu chit ky, con ddu, thong tin
chuyén khoan, giao dich...v...v va yéu ciu cac tai liéu lién quan dé xac minh thong tin do.

Truong hop dang ky dich vu truc tuyén qua ung dung Mobile Banking, Ngan hang s€ yéu cau Khach
hang cung céap thong tin bang cach yéu cdu nhép cac truong thong tin, nhin xac nhan dong y diéu kién
diéu khoan, cho phép quyén truy cap...v..v.

b. Woori Bank Viét Nam c6 quyén dirng, thay d6i hodc chdm dit cung cip dich vu cho Khach hang trong
truong hop Khach hang khong tuén thi cac quy dinh ciia Ngan hang vé Pang ky va sir dung dich vu
Online Banking ma khong can c6 sy dong y ctia Khach hang. Tuy nhién, Ngan hang s& thong béo trudc
cho Khéch hang trir khi viéc dimg, thay ddi, chdm dut cac diéu khoan dich vu d6 nam ngoai tim kiém
soat cia Ngan hang. Hinh thirc thong bao cu thé timg truong hop s& do Ngan hang quyét dinh bao gdbm
nhung khong gidi han cac phuong thirc nhu giri email, goi dién thoai, nhan tin SMS...v..v

c. Woori Bank Viét Nam ¢6 quyén tir chdi yéu cau thanh toan hoic yéu cau giao dich khac ciia Khach
hang ma khong can bao trudc, bao gdm nhung khong gioi han trong trudng hop: yéu cau thanh toan thiéu
thong tin, co s¢ dé xu 1y; noi dung yéu cau la bat hop phap, khong hop 18 hoic Ngan hang c6 1y do dé
nghi ngd rang viée xur Iy yéu cau do s trai phap luét; vi pham thoa thuan v6i Ngén hang; s6 du tai khoan
khong du dé chuyén khoan va thanh toan phi cho mdi 1an chuyén hoic chuyén khoan vuot qué giéi han
chuyén khoan; tai khoan thanh toan bi chdn hodc bi phong toa do cac ly do ngoai tam kiém soat ctia L Ngéan
hang; yéu cau thanh toan c6 dau hiéu khong phu hop véi quy dinh cia Luat phong chbng rira tlen cua
Viét Nam; c6 yéu cau tir co quan Nha nude c6 tham quyén hoic cac truong hop Ngan hang ¢ quyén tir
chéi cung cp dich vu khac theo quy dinh phap luat.

d. Woori Bank Viét Nam c6 quyén dleu chinh phi giao dich lién quan hodc thay ddi cac Piéu khoan va
diéu kién bat cir liic nao ma khong can su dong y ciia Khach hang. Tuy nhién, Ngan hang phai thong bao
cho Khach hang bang t6i thiéu mot trong cac phuong thirc nhu thong qua trang web chinh thire, qua dich
vu SMS, tai cac chi nhanh va quiy giao dich hoic bat ky phuong thirc lién lac nao khac. Cac thong bao
duogc hiéu 1a da gui thanh cong twong tu quy dinh tai Piéu 11.2 cta ban Piéu khoan va diéu kién nay.

e. Woori Bank Viét Nam c6 quyén tu dong ghi no tai khoan Khach hang dé thu phi dich vu ma Khach
hang da dang ky sir dung theo Biéu phi ctia Woori Bank hién hanh.

f. Woori Bank Viét Nam c6 quyén khoa cac Phuong tién bdo mat, tur chdi thuc hién giao dich hodc tam
dung cung cép dich vu Online Banking, dich vu tai khoan...v..v va yéu cau thyuc hién cac hinh thirc xac
nhan, xac minh lai Khach hang trong truong hop Ngan hang nghi ngo/ phat hién co6 dau hiéu nghi ngd
gian lan, gia mao, lira dao; hodc co dau hiéu vi pham va/hodc vi pham cac quy dinh cuia Ngan hang; hoédc
theo yéu cau clia co quan nha nude c6 tham quyén.

g. Woori Bank Viét Nam c6 quyen tr c}101 viéc huy giao dich thanh toan cua Khach hang da dugc xur Iy
thanh cong. Tat ca cac sura do1, thay doi hogc huy bo giao dich thanh toan dugc yéu céu boi nguoi lap
hodc nguoi thu huong hoac ca hai phai dugc Ngén hang chap thuén. Trong truong hop do, Ngan hang
cam ket n6 lyc ho trg Khach hang nhung s€ khong chiu trach nhiém vé viéc cac stra doi, thay doi, huy
bo nay c6 duge thye hién thanh cong hay khong vi bat ky 1y do nao. Woori Bank Viét Nam s& khong chiu
trach nhi€ém cho bat ky tranh chap nao gitta Khach hang va ngudi thy hudng lién quan dén giao dich
thanh todn trong moi trudong hop.

h. Woori Bank Viét Nam c6 quyzénqyéu cau Khach hang st dung dich vu thanh toan hoan tra dﬁy du sé
tién thu huong do Ngan hang chuyén thira, chuyén nham (bao gom ca 161 tac nghiép, su co hé thong cua
Ngan hang).

i. Cac quyén khac theo quy dinh phap lut.

8.2 Nghia vu ciia Woori Bank Viét Nam
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a. Woori Bank Viét Nam cam két tuan thu va dam bao quyén loi ciia Khach hang theo ding cac Pidu
khoan va diéu kién.

b. Woori Bank Viét Nam dam bao ring trong pham vi kiém soat cua Ngan hang, hé théng cung cép dich
vu phai on dinh, an toan va tuan thu cac quy dinh lién quan vé cung cap dich vu tryc tuyén. Woori Bank
chiu trach nhiém phuc hoi, stra chira khi phat sinh cac 161 trong hé thong Ngan hang. Truong hop gian
dpan djch vu nham bao tri, nang cap, cap nhat h¢ thong, Ngan ha‘}ng s& thong bao tI'l{dC cho Khach hang
toi thiéu trude 01 ngay lam viéc thong qua Online Banking. P61 véi truong hop 101 phat sinh nghiém
trong can thoi gian d€ khac phuc, Woori Bank s€ thong bao t61 Khach hang kip thoi qua cac phuong thire
nhu Online, Banking, SMS...V.VO va cam két s€ no luc hét surc dé tim,phuzo*ng an khac phug, phuc hoi, sua
chira h¢ thong nhanh nhat c6 thé, ddm bao thoi gian gian doan hé thong Online Banking t61 da khong qua
04 gio trong mot lan va khong qua 96 gio trong 1 nam (trur cac trudng hop bat kha khang hodc bao tri,
nang cap, cap nhat h¢ thong da dugc Ngan hang thong bao ndi trén).

c. Woori Bank Viét Nam c6 trach nhiém gitt bi mat thong tin ctia Khach hang theo quy dinh tai Diéu 6
cua Diéu khoan va diéu kién.

d. Woori Bank Viét Nam cam két thye hién chinh xac theo n6i dung yéu cau thanh toan cta Khach hang.
Trong trudong hop tir choi xir 1y yéu cau thanh toan hoac yéu cau giao dich cua Khach hang, Ngan hang
phai thong bao cho Khach hang theo cach thirc quy dinh.

e. Woori Bank Viét Nam chiju trach nhiém hd tro, tu van, xtr 1y cic yéu cau cia Khach hang trong qua
trinh dang ky va st dung dich vu cua Khach hang. Ngoai ra, Ngan hang cung clp cac giai phap kip thoi
khi Ngén hang nhén dugc thong bao bang vin ban hop 1& cia Khach hang veé viéc bi mat, tiét 16, bi danh
cap thong tin ¢4 nhan hodc cac phuong tién bado mat nhu s6 dién thoai da dang ky, Token, tén dang nhép,
mat khau, v.v.

f. Woori Bank Viét Nam c6 trach nhiém tiép nhan va nd luc hét sirc dé giai quyét cac yéu cau tra soat,
khi€u nai va stra doi cua Khach hang, v.v. theo quy dinh phap luat va chinh sach, quy dinh ni bd cta
Ngan hang.

g. Woo,ri Bank Viét Nam chiu trach nhiém vé thiét hai ctia Khach hang dugc tao ra tryc tiép tir cac hoat
dong c6 y hoac vo y cia Ngan hang hodc nhan vién ngan hang khi cung cap dich vu.

h. Woori Bank Viét Nam cam két thong bao va tra lai s6 tién giao dich cho tai khoan gdc ctia Khach hang
trong truong hop c6 101 hé thong dan dén vi¢c khong chuyén dugce vao tai khodn ctia nguoi thy huong va
ngan hang nguoi thu hudng.

i. Woori Bank Viét Nam chiu trach nhiém thong bao cho Khach hang theo quy dinh vé cac ndi dung thay
do1, chinh stra, bo sung, ngung ap dung cua Biu khoan va di€u kién, hodc thay doi, ngung cung cap dich
vu, dieu chinh phi giao dich va cac loai phi lién quan khac.

J. Cac nghia vu khac theo quy dinh phap luat.

Piéu 9: Quyén va nghia vu ciia Khach hang

9.1 Quyén ctia Khach hang

a. Str dung dich vu Online Banking ciia Woori Bank Viét Nam trong pham vi da dang ky vé1 Ngan hang.
b. Khach hang c6 quyén yéu ciu Ngan hang ding ky thay ddi, bo sung dich vu theo quy dinh ciia Ngan
hang.

c. Khach hang c6 quyén yéu cau Ngan hang thay déi/cép moi Token trong truong hop hu hong, bi 16i,
cap nhat hodc thay doi thong tin s dung dich vu (bao gém tén dang nhap, mat khau va thong tin khac)
theo quy dinh ctia Ngan hang. Phi phat hanh Token mai (né€u c6) theo quy dinh cia Ngan hang tirng thoi
ky.

d. Khach hang c6 quyén yéu cﬁu thay dbi, tam ngung hoic chérp dut sir dung dich vu bat ctr lic nao bang
cach gui don dang ky thay d61/de nghi t6i Ngan hang. Yéu cau cua Khach hang c¢6 hiéu lyc khi Ngén
hang nhan dugc yéu cau va xu 1y thanh cong theo quy dinh ciia Ngan hang.

e. Khéach hang c6 quyen gtri yéu cau diéu chinh, stra doi, huy giao dich, yéu cau thanh toan da thyc hién
theo quy dinh, huéng dan ctia Ngan hang. Ngan hang s€ no luc hét strc dé tiép nhan, tu van va xir Iy yéu
cau ctia Khach hang trong pham vi c6 thé ctia Ngan hang va tuan tha theo quy dinh.

f. Truong hop Khach hang phat hién ra bt ky sai sot hoac 16i trong xur Iy giao dich hodc yéu cau thanh
toan do Ngan hang thuc hién, Khach hang c6 thé lién h¢ tryc tiép v6i nhan vién chi nhanh cuia Ngan hang
tai quay/hoac Hotline cham s6c Khach hang 1800-6003 dé lam rd va giai quyét, bao gom:
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- Bat ky sy cham tré hodc sai sot ndo trong viéc xtr Iy yéu ciu thanh toan ctia Khach hang; hoic

- Giao dich khong dugc thuc hién boi Khach hang; hodc

- Bét ky gian lan trong vi¢c st dung dich vy; hoac

- Céc van dé khac.

g. Cac quyén khac theo quy dinh phap luat.

9.2 Nghia vu cua Khéch hang

a. Khach hang chiu trach nhiém tuén thu cac diéu khoan va diéu kién, thu tuc ding ky, quy trinh giao

dich va hudng dan khéc tir Ngan hang; sir dung va quan ly tai khoan theo quy dinh; st dung thong tin
duoc cung cap trong dich vu dung muc dich; gui yéu cau thanh toan trong han muc chuyen tién cho phép.

b. Khach hang c6 trach nhiém cung cép thong tin chinh xac va day du theo yéu cau cua Ngan hang dé
dang ky va sir dung dich vu Online Banking. Ngoai ra, Khach hang c6 trach nhiém thong bao cho Ngén
hang vé bat ky thay d6i nao vé thong tin trén. Khach hang chép nhan moi rai ro phat sinh do cung cip
thong tin khong chinh xac, khéng ddy du, khong trung thue, khong cap nhat.

c. Khach hang chiu trach nhiém giir bi mat tén dang nhép, mét khau, token do Ngin hang cung cip; dam
bao rang chi c6 Khach hang mdi ¢6 thé dang nhép va str dung dich vy. Khach hang thong bao ngay lap
tirc cho Ngan hang khi phat hién té€n dang nhap, mat khau; token bi mat, danh cap, tiét 10.

d. Khach hang chiju trach nhiém vé viéc dang nhap va su dung dich vu bang tén dang nhap va mat kl}éu
cua Khach hang. Moi giao dich, yéu cau thanh toan dugc tao tir nguoi dung Khach hang trén h¢ thong
Online Banking déu dugc mac dinh 1a do Khach hang thyc hién ngay ca khi Khach hang c6 thuc sy thuc
hién hay khong.

e. Khach ha;mg ’chiu trach nhiém chuan bi va cl}i tra chi phi cho cac thiét bi, phﬁn mém, ung dung nham
dam bao ket ndi, dang nhap an toan vao h¢ thong cua Ngan hang. Khach hang c6 trach nhiém bao mét
do1 voi dich vu Online Banking sir dung moi phuong phap phu hop dé dam bao tinh 6n dinh va twong
thich cua tat ca cac may, thiet bi két noi voi hé thong nham ngan chédn, ki€ém soat két noi va sir dung bat
hop phap.

f. Khach hang chiu trach nhiém thanh toan day du va ding han moi khoan phi theo quy dinh cua Ngan
hang li€n quan dén viéc sir dung dich vu va xur ly giao dich thong qua hé thong Online Banking.

g. Khach hépg chiu trach nhiém vé chi phi, ton that, thiét hai phat sinh do cac giao dich trai voi cac Diéu
khoan va diéu kién.

h. Khach hang c6 trach nhiém hop tac voi Ngan hang dé giai quyét moi 18i hodc sy ¢b xay ra trong qua
trinh stir dung dich vu.

i. Dbi véi cac dich vy thong bao cua Ngan hang cung cap, Khach hang dong y nhan thong béo ¢ nodi
dung: thong bao vé viéc thay doi sd du tai khoan da dang ky; thong bao ma OTP; quang cdo san pham,
dich vu moi, khuyén mai, va cac thong bao khéac lién quan dén giao dich truc tuyén ctiia Khach hang.
Dong thoi Khach hang c6 trach nhiém cha dong cap nhat, doc cac thong bdo cua Ngan hang dugc gui té1
Khach hang thong qua cac phuong thuc thong bao theo thda thuan gitra Khach hang va Ngan hang.

j. Khach hang chiu trach nhiém boi thu(‘rr}g cho Ngan hang trong truong hop b1 kién, bi budc toi, bi khiéu
nai, b1 phat hodc chiu trach nhiém cho bat ky khoan phi nao khac lién quan dén viéc sir dung cac dich vu
bao gdm nhung khong gi6i1 han:

- Tén ddng nhap, mat khau ctia Khach hang bi bén thir ba st dung trai phép;

- Nhitng quy dinh tai Diéu khoan va diéu kién bi vi pham boi Khach hang;

- Céac thiét bj cua Khach hang khong dugc st dung hodc stir dung khong ding cach dé két ndi voi hé
thong do Ngan hang cung cap;

- Bat ky 161 budc tdi nao tir bén thir ba tur cac 1y do trén.
k. Céac nghia vu khéc theo quy dinh phép luat.

Pi¢u 10: Mién trir trach nhiém

10.1 Woori Bank Vi¢t Nam khong chiu trach nhi¢m vé céc thiét hai, ton that cua Khéach hang phat sinh
trong qua trinh sir dung dich vu ngoai trir cac thiét hai, ton that nay dugc xac dinh 1a 161 chu quan cta
Ngén hang.

10.2 Woori Bank Viét Nam khong chiu trach nhiém d6i véi cac thiét hai truc tiép hodc gian tiép dbi voi
Khach hang duoc tao boi:
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a. Viéc str dung dich vu hodc nhan thong tin tir dich vu ctia nhitng ngudi duge Khach hang uy quyén;
hoac

b. Tén dang nhap,’mét khéu va/hodc cac yéu td x4c minh khac do Ngan hang cung cép bi tiét 10, bi mat,
bi danh cap dan dén viéc bén thir ba sir dung/truy cap; hodc

c. Khach hang cung cap thong tin khong chinh xac; hoac sé dién thoai Khach hang dang ky bi nha mang
thu hoi hodc ¢6 nguyén nhan khac dan dén Khach hang khong thé sir dung duoc so dién thoai hoac thiét
bi nhan ma xac thuc; hodc

d. Tin nhin SMS dugc giri bai bén thir ba, bang bit ky cach nao két ndi thiét bi cta ho vé6i sé dién thoai
da dang ky cua Khach hang; hodc

e. Tri hoan, chdm tré, khong thuc hién hodc bit ky van dé nao khac xay ra trong qua trinh cung cap dich
vu do céc 1y do nam ngoai su klem soat hop 1y cia Ngan hang, bao gom 13i truy cap duong truyén Internet;
gian doan tir cac nha cung cap dich vu ctia Ngan hang; hodc bit ky su kién bat kha khang nao khac bao
gom nhung khong gi61 han nhu thién tai, dich bénh, dinh cong; yéu cau hoac I¢nh tir Chinh phu, co quan
nha nudce, co quan cé tham quyén khéc.

f. Viéc khong tuan thu céc thoa thudn, hudng dan, quy dinh st dung dich vy ciia Ngan hang.

g. Cac giao dich vi pham phap luat.

Piéu 11: Bo sung, thay d6i Piéu khoan va diéu kién

11.1 Khéch hang df)ng v réng Woori Bank Viét Nam ¢ quyén thay d6i, b sung ndi dung Diéu khoan va
diéu kién ma khong can bét ky thoa thuan/chap thuan nao tir Khach hang. Tuy nhién, Ngan hang s& thong
bao cho Khach hang vé viéc bd sung va thay d6i va ngay ¢ hi¢u luc theo cac phuong thirc quy dinh.
Truong hop Khach hang khong dong ¥ voi ndi dung thay doi boi Ngan hang, Khach hang cé quyén chim
dut st dung dich vu Online Banking cua Woori Bapk Viét Nam theq quy dinh phéap luét va tuan tha trlph
tw, thu tuc do Ngén hang quy dinh timg thoi ky. Néu Khach hang ti€p tuc sir dung dich vu sau thoi diém
cong khai/co hiu luc ma khong c6 yéu cau nao khac, thi Khach hang hoan toan déng y voi nhimg thay
doi, bo sung nay.

11.2 Thong bao thay d6i, bo sung dugc xem 1a giri dén Khach hang thanh cong khi:

a. Noi dung thay doi, bd sung da dugc cap nhat vao ban Piéu khoan va diéu kién va dang tai 1én céc trang
web chinh thirc cia Ngan hang tai https://www.woori.com.vn hodc https://www.woori.vn; hodc

b. Thong bao nay dugc giri dén dia chi email cia Khach hang duoc diang ky v6i Ngan hang; hodc

c. Thong bao nay dugc giri dén dia chi ma Khach hang ding ky véi Ngan hang; hodc

d. Thong bao nay dugc cong bd tai cac chi nhanh/phong giao dich ctia Woori Bank Viét Nam; hoic

e. Thong bao nay dugc giri dén s6 dién thoai ctia Khach hang da dang ky v6i Ngan hang.

Diéu 12: Cham dirt dich vy

12.1 Khéch hang c6 thé chdm ditt sir dung dich vu Online Banking ctia Woori Bank Viét Nam bat ct lic
nao bang cach gui yéu cau bang van ban t61 Ngén hang hodc theo cac phuong cach khac ma Ngan hang
quy dinh. Tuy nhién, ngay ca khi cham dut dich vy, Khach hang van chiu trach nhiém va rang bugc voi
cac Diéu khoan va dicu kién trong pham vi quyén va nghia vu cua Khach hang phat sinh trong qué trinh
st dung dich vu cua Khach hang.

12.2 Ngan hang c6 thé tam dimg dich vu ngay 1ap tirc ma khong can thong bao trudc cho Khach hang
trong mot trong cac truong hop sau:

a. Khach hang vi pham cac diéu khoan va diéu kién, cam két da ky voi Ngan hang;

b. Ngan hang phat hi¢n ra tén de“}ng nhap, mat khéu, token cua Khach hang bi tiét 16 cho bén thir ba ma
khong dugc Khach hang uy quyén;

c. Ngan hang tin tuéng mot cach hop 1y rang c6 thé c6 cac giao dich trai phép lién quan dén bat ky tai
khoan nao ctia Khach hang hodc bat ky dich vu nao ma Khach hang str dung;

d. Khach hang mat kha ning thanh toan hodc phé san, hodc tai san cia Khach hang duoc kiém soat hoic
trong qua trinh thanh ly;

e. Ngan hang nghi ngd thdm quyén cta bat ky c4 nhan nao khi ngudi d6 yéu cau lién quan dén tai khoan
Khach hang hodc dich vy ma Khach hang dang sir dung.

f. Cac truong hop khac theo quy dinh phép luét.
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Piéu 13: Thuc hién cam két va gidi quyét tranh chf'lp

13.1 Khach hang cam két d3 doc, hiéu va s& tuan tha nghiém ngit tat ca cac Pidu khoan va Piéu kién va
moi stra doi, b6 sung, phu luc cta ching (néu co). Ngoai ra, cac giao dich qua dich vu Online Banking
ctia Woori Bank Viét Nam can tuan thu theo quy dinh vé md va sir dung tai khoan ma Khach hang da
cam két voi Ngan hang va cac quy dinh lién quan khac cta phap luat Viét Nam.

13.2 Trong trudng hop tranh chip phat sinh trong qua trinh thyc hién, hai bén dong ¥ giai quyét tot nhét
béng cach thuong lugng. Trong truong hop khong thé giai quyét bang thuong luong, cac bén c6 quyén
yéu cau Tda 4n co tham quyén giai quyét.

Piéu 14: Luat 4p dung

Nhirng ndi dung chua dugc dé cap dén trong biéu khoan va diéu kién nay s€ duoc thuc hi¢n theo cac
quy dinh c6 lién quan cua phap luét va cac quy dinh, hudng dan ndi bd tirng thoi ky ciia Ngan hang Woori.
Noi dung Piéu khoan va diéu kién dugc diéu chinh bdi va s& duoc hiéu theo luat phap hién hanh cua Viét
Nam. Diéu khodn va diéu kién nay dugc 1ap thanh cac ban tiéng Viét, tieng Anh va tiéng Han. Trong
truong hop cé su khac bi¢t gitta phién ban ti€éng Viét, tiéng Anh va tiéng Han, phién ban tiéng Viét sé
duoc 4p dung.
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ONLINE BANKING SERVICE TERMS AND CONDITIONS
OF WOORI BANK VIETNAM LIMITED

These Online Banking Service Terms and Conditions of Woori Bank Vietnam Limited (“Terms and
Conditions”) apply to the registration and use of the Online Banking services provided by Woori Bank
Vietnam Limited (“Woori Bank” or “Woori Bank Vietnam”, “The Bank”), including but not limited to
other services related to the use of the Bank's Online Banking services.

Article 1: Interpretation

1.1 “The Bank” or “Woori Bank Vietnam” means Woori Bank Vietnam Limited including Head office,
all nationwide branches and transaction offices of Woori Bank providing Online Banking service to
Customers.

1.2 “Customer” means individuals, organizations/corporates who register to use Online Banking
services with The Bank

1.3 “Online Banking” means online banking services that allow Customer to conduct online transactions
by logging in to Woori Bank Vietnam's website or application, receive information such as account
balance changes via text messages/push notifications and other convenient services provided by Woori
Bank Vietnam from time to time.

1.4 “Internet Banking” means Online banking service on The Bank's website, allowing Customer to use
ID User and password provided by The Bank to log in and conduct financial transactions for the
Customer s accounts at The Bank.

1.5 “Mobile Banking” means Online banking service on mobile phone, by which Customer use their
mobile phone to access Mobile Banking Application of Woori Bank Vietnam to conduct online banking
transactions. The User ID and password used on Mobile Banking are the same as the User ID and
password used on Internet Banking.

1.6 “SMS Service” means service that The Bank sends Customer care/advertising messages such as
notifications for balance changes of the service registered account or information needed for the
Customer's online banking transactions to registered phone number.

1.7 “User ID” means a combination of characters registered by the Customer and approved by The Bank
for the Customer to use to log in The Bank's Online Banking system.

1.8 “Login password” means the secret key used by Customer to enter customer s access/log in the Bank's
Online Banking system, applications and Online Banking services.

1.9 “Account” means account of Customer registered to use the information system, applications and
Online Banking services of Woori Bank Vietnam.

1.10 “Account password” means a 4-digit string registered by Customer, used for account transactions.
1.11 “Payment Request” means the transfer request made by the Customer to the beneficiary in Online
Banking system.

1.12 “Payment Time” means the limit of time in a day that payment request can be proccessed and
transferred to beneficiary successfully.

1.13 “OTP” means One Time Password, a 6 digit single-use secret key, used for transactions such as
transfer via Online Banking system.

1.14 “OTP Token” (Basic OTP Token) means a specialized OTP code generation device, commonly used
in transactions such as login, transfer via Online Banking system.

1.15 “A-OTP” (Advanced OTP Token) means an advanced OTP code generation device generates in
which Customer must enter code corresponding to each Online Banking transaction into the A-OTP
device to generate an OTP code used for transaction authentication.

1.16 “Mobile OTP” (Basic Soft OTP) means transaction authentication solution intergrated with Mobile
Banking application, when installing Mobile OTP, Customers need to register a 6-digit PIN number to
use for transaction authentication on Online Banking.

1.17 “PIN number” means the 6-digit number that the Customer registers on Mobile Banking while
setting Mobile OTP, used for transaction authentication.

1.18 “Biometric authentication” means an authentication method using biological characteristics,
unique identification and authentication signs of Customer such as fingerprints, irises, faces, voices, etc.
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1.19 “Customer Data’ means types of information and data about Customers that the Bank collects for
purpose of providing products/services of the Bank to Customers such as full name, phone number, email,
elc.

Article 2: Scope of Service

Online Banking service provided by Woori Bank Vietnam to Customer includes:

2.1 Information inquiry: account balance, transaction history of demand deposit account, saving account,
credit/debit card, loan account, exchange rate; interest rate; The Bank branches/transaction offices
information and other information.

2.2 Transfer: Domestic transfer and Overseas remittance, foreign exchange.

2.3 Withdrawal: ATM withdrawal by Mobile Banking application without using physical ATM cards.
2.4 Payment: Top up/purchase mobile phone prepaid card, pay household bills, merchandise payment,
OR payment service and other services.

2.5 Open/Close deposit account, registering loan

2.6 Notification: Notification services such as balance change notification, exchange rate, promotion,
efc.

2.7 Other services and utilities provided by The Bank from time to time.

Article 3: Service hour

3.1 Service hour of Woori Bank Vietnam's Online Banking is 24/7 (24 hours per day, 7 days per week)
excluding system maintenance, system upgrade or fore majeure cases outside Woori Bank Vietnam's
control.

3.2 Time for processing Customer s payment request is as below:

a. Payment request for transfer to beneficiary who is also in Woori Bank Vietnam system or other bank
via real time transfer NAPAS will be processed right after Customer made the transaction.

b. Payment request for transfer to beneficiary who is in other bank via normal transfer (Citad) is made
before Payment time will be processed within day. The request is made after Payment time will be
processed on the next working day. (Regular payment time is 4:30 p.m of the working day).

C. Payment request for transfer to beneficiary whose is abroad and some other foreign currency transfers
will be processed by the branch after completing the verification of the necessary related documents (if
any).

3.3 Time to send SMS messages/push notifications on The Bank's Mobile Banking application to notify
balance changes: immediately after balance changes (applicable to accounts registered for the service).
3.4 The above time for processing may be adjusted from time to time and shall be updated on the content
of Terms and Conditions and publicly posted on The Bank's official website.

Article 4: Transaction limit and authentication methods
4.1 Transaction limit: a limit on amount of money that Customer can tranfer (including domestic/foreign
exchange tranfers, etc.) including:
- Transaction limit per transaction. maximum amount that Customer can transfer per transaction.
- Transaction limit per day: maximum amount that Customer can transfer per day.
4.2 Authentication methods

Currently, the Bank is providing the following authentication methods: Mobile OTP, biometric
authentication (face) and A-OTP.

The Bank may apply additional or combined authentication methods to ensure safety and security for
Customer s transactions.

Customers need to register biometric information with The Bank to be able to use Online Banking
services.

Customers need to confirm biometric authentication with Mobile OTP/A-OTP in the following cases:
- First time making transactions on Online Banking;
- When making transactions on different devices to the last Online Banking transaction;
- Requested transfer/Scheduled transfers (normal other bank transfer, oversea remittance transfer,
automatic transfer, etc.)
4.3 Maximum transaction limit in authentication method is as follows:



BEM TUA TAI CHINH HANG DAL

Authentication Domestic transfer Oversea remittance transfer
Customer . .
method Per 1 time Per 1 day Per 1 time Per 1 day
Mobile OTP/A- 10 million 20 million U Tabl
OTP VND VND navailable
Biometric
500 million 1.5 billion 200 million
. . authentication + 1 billion VND
Individual Mobile OTP VND VND VND
Biometric
authentication + A- No limited No limited
orp
Business A-OTP No limited No limited

*) Notes: Currently, customer opening demand deposit accout for the first time at Woori Bank and
opening account via e-KYC will have the system automatically set a total limit for debit transactions on
the account opened via Online Banking at a maximum 100 million dong/month/customer. The
establishment of transaction limits for accounts opened via Online Banking may be changed depending
on internal policies of Woori Bank Vietnam at different times. Customer needs to visit Woori Bank's
branch/transaction office to request for an increase in transaction limit or to remove restriction on this
debit transaction limit.

4.4 Customers transaction limit does not include transaction amount between Customers accounts
within Woori Bank Vietnam system.

4.5 The actual applicable limit of each Customer depends on the actual limit the Customer registered
with The Bank, but does not allow to exceed the maximum limit of the authentication method which
Customer is using according to The Bank regulation.

4.6 Transaction Limit and corresponding transaction authentication methods are regulated by Woori
Bank Vietnam in compliance with the regulations of the State Bank and may change from time to time.
Customers can consult information related to transaction limit and transaction authentication methods
at Woori Bank Vietnam's counter or through the use of The Bank'’s Online Banking services. Customer
can request to increase or decrease their transaction limit via the Online Banking system or directly at
the counter of Woori Bank Vietnam. Requests to increase/decrease transaction limit will be applied after
the Customer request.

Article 5: Service installment and Usage

Customer access to the official website address of The Bank https://www.woori.com.vn or https://www.
woori.vn to use Internet Banking or download Mobile Banking application of The Bank by searching
with keyword “Woori WON Vietnam” on the application stores (Appstore or Google Play).

In addition to the information and devices provided by The Bank, Customer need to provide/register with
The Bank information such as mobile phone number, email address...etc., and have a mobile
device/computer with Internet connection to access The Bank's Online Banking.

The system will request Customer to change login password on the first time login. Customer is required
to change password to start using service. The validity period of login password is up to 12 months, for
the login password issued for the first time is up to 30 days.

Using instructions are displayed on each of transaction screens. Customer refer detail instruction content
on website/application or refer futher information at branches, transaction offices, offcial fanpage of The
Bank to use the service. Besides, can directly contact with The Bank to receive direct support via Call
Center hotline 1800-6003.

During the process of using Online Banking services, if the Customer discloses personal information,
accounts, other security factors, installs/accesses fake links/applications, it may lead to the user being
tracked or remotely controlled, thereby having personal data and bank account information stolen for
the purpose of appropriating money in the account. The Bank is not responsible for any damage caused
by Customer's failure to disclose username, passwords, credential and other security factors for any
reasons whatsoever; is not responsible if Customers use software, documents, access links or follows
instructions not provided by The Bank.
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Therefore, in order to increase vigilance and security of your own Bank account information, and at the
same time prevent risks related to the use of Online Banking services, Customer should note:

- Only install The Bank's Mobile Banking application officially released on application stores (Appstore
or Google Play), do not install strange software, unlicensed software, do not install applications through
links or files of unknown origin.

- Only access The Bank's official Online Banking at the above addresses.

- Do not access links or scan QR codes received via SMS/email/social network accounts without verifying
the sender's information.

- Responsible for managing passwords and other security factors related to Online Banking, avoid
recording necessary information for Online Banking transactions in notebooks, wallets or places with
high risk of leakage or loss.

- Change your login password periodically, do not provide/disclose important information such as login
password, PIN code, OTP, etc. to others.

Article 6: Collection and processing of Customer data and Confidentiality Policies
6.1 Agreement on collection and processing of Customer data and Woori Bank Vietnam's responsibilities

Customer, in the capacity of the data provider to Woori Bank Vietnam (for example personal information
and data of Customer or related parties; Customers legal representative, authorized person, chief
accountant/accounting officer, or partners in case of organizations/enterprises), hereby acknowledges
that:

a. Customer agree to allow Woori Bank Vietnam to collect and perform processing activities for
Customer s personal data or a third party that has been, is or will be provided by Customer to Woori
Bank Vietnam during the registration and use of products and services at Woori Bank Vietnam. This
Customer s consent is voluntary on the basis that Woori Bank Vietnam has provided, disclosed complete
information. Customer fully understands and acknowledges details regarding Type of personal data
processed by Woori Bank Vietnam, Purpose of processing personal data, Information on Entities and
Individuals involved in data processing, Processing methods, Possible unintended consequences or
damages, Processing start and end time, Rights and obligations of Data subjects, and other specific
provision outlined in Terms and Conditions on Protection and Processing of personal data published by
Woori Bank Vietnam on website http://woori.com.vn, at business units, and online platforms including
Internet Banking and Mobile Banking applications (if any) (hereinafter referred to as “Terms and
Conditions on Protection and Processing of personal data”).

b. To the extent required by relevant Vietnamese law, Customer has fulfilled all necessary conditions to
obtain the consent and authorization of all data subjects (as referred to in point (a) above, if any) who
may carry out procedures related to personal data processing with Woori Bank Vietnam in accordance
with these Terms and Conditions on Protection and Processing of personal data. Upon requests,
Customer shall provide valid evidence that Customer has met necessary conditions for obtaining the
consent and authorization of all data subjects.

6.2 Information Confidentiality Policies

a. Woori Bank Vietnam is aware of the responsibilities with Customer and undertakes to use data
information provided by Customers for the right purpose. Simultaneously, The Bank shall work with all
the effort to develop, strengthen security policies, install necessary security facilities for collecting, usage
and management of Customer information.

b. Woori Bank Vietnam undertakes not to disclose personal information, customers transaction
information to any other third parties, except:

- It has notified in advance to Customer and obtained consent from Customer of disclosure;

- To provide to Woori Bank Vietnam branches and transaction offices’ staffs and/or third party when
they need that information to process Customer s requests.

- Following the request by State agencies, the Court or other authorized agencies. However, The Bank
shall only provide information within the authority of The Bank;

- To settle dispute (if any) between The Bank and Customer.

C. Customer undertakes not to disclose information of The Bank related to provision of Online Banking
service following request of Customer to any other third party except for disclose to State agencies, The
Court, authorized agencies or upon consent of The Bank.
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6.3 Security Facility
a. Security Facility including User ID; types of Password;, OTP; OTP Token; A-OTP, Mobile OTP, etc.,
issued by The Bank to Customer.

b. For passwords including “Login password”, “Account password”, ... if Customer input password
incorrect over allowable limit, account transaction will be automatically restricted for the security
purpose.

6.4 Security Policies and Trademark copyrights.

a. Both The Bank and Customer shall be responsible for preventing online cheating activities. The Bank
always takes effort to apply the best standards in Customers rights protection. The Bank recommends
Customer to keep confidential information anywhere and anytime, to avoid intentionally or
unintentionally share or disclosure of information to any third party. Avoiding choosing information that
easy to guess as name, address, phone number, date of birth, etc. when Customer registers for ID User
and changes Password.

b. All design, logos, images and information uploaded on website/application of The Bank are
intellectual property owned by Woori Bank Vietnam. Any action such as use, edit, save, copy, distribute,
share any part of these property for commercial or public purpose without The Banks consent is
prohibited.

6.5 Safety, security Method when using Online Banking services

To guarantee transaction safety and security when using Online Banking service, Customer need to
notice at least these following contents:

- Protect the confidentiality of passwords, PIN number, OTP and do not share devices storing this
information,

- Do not use public computer, public Wifi to access, make transaction Online Banking;

- Do not save User ID and passwords, PIN number on browsers;

- Log out of Online Banking when no longer using and close browser window, lock or shut down personal
device and temporary leave the device in a long period of time;

- Installing and updating fully versions of security vulnerabilities of the operating system, Online Banking
application software;

- Installing, using anti-virus software, anti-malware software on personal device to transact Online
Banking,

- Select authentication method (A-OTP/Mobile OTP, Biometric authentication, etc.) which is suitable
with the transaction limit requirement,

- Can not use mobile devices which had been unblocked, changed/operation system foregy to download
and use Mobile Banking application of The Bank.

- Notify in time to The Bank when detect unusual transactions or in case of missing, lost, damage OTP
generate device, phone number registering with The Bank,; get fraud or suspect to be fraud; be hacked
or suspect to be hacked.

- Change login password periodically follow the instruction of system at least once every 3 months or
when be disclosed/ suspect to be disclosed access information.

- Do not disclose access information, types of password, OTP, etc. for any other third party.

Article 7: Fee

7.1 Service fee, OTP generator (A-OTP....) issued fee are fully regulated in Fee table of Woori Bank
Vietnam and publicized from time to time at all nationwide branches and transaction offices of Woori
Bank Vietnam.

7.2 Service fee and transaction fee can be pre-paid or post-paid after the transaction process depending
on each type of transaction.

7.3 For type of fee that Customer authorizes The Bank to automatically collect, The Bank will debit such
fee from Customer registered account. If registered account balance is insufficient for fee payment, The
Bank will debit any other account of the Customer to settle the fee or find other methods to settle.

7.4 In case of any change of fee policy, Woori Bank Vietnam will notify Customer in nationwide branches,
transaction offices or publicized in official website of The Bank.
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Article 8: Rights and Obligations of Woori Bank Vietnam

8.1 Rights of Woori Bank Vietnam

a. Woori Bank Vietnam has the right to request Customer to provide personal information including
information filled in registration application, other collecting information forms and documents such as
signature, seal, information of transfer, transaction, etc and request for relevant documents to verify that
information.

In case of registering for online services via Mobile Banking application, The Bank will request Customer
to provide information by asking Customer to enter information into fields, click to confirm agreement
to Terms and Conditions, and allow access.

b. Woori Bank Vietnam has the right to stop, change or terminate the provision of service to Customer
in case Customer fails to comply with The Banks regulations of registering and using Online Banking
service without Customer’s consent. However, The Bank shall inform Customer in advance except for
Stopping, changing, terminating provisions of service are out of The Bank's control. The specific form of
notification for each case will be decided by The Bank, including but not limited to email, phone call,

SMS text message, etc

C. Woori Bank Vietnam has the right to deny payment request or transaction request of Customer without
prior notice, including but not limited to payment request is lack of information, basis for processing;
content of payment request is illegal, invalid or The Bank has reasons to suspect that the processing of
such request shall be against the law; breach of the agreement to The Bank; account balance is
insufficient for transfer and fee payment for each transfer or the transfer exceeds transfer limit; payment
account is blocked or frozen due to reasons out of The Banks control; Customer or beneficiary is in
watch-list or payment request shows the sign of inappropiate according to Vietnamese applicable Law
on anti-money laundering; there is a request from a competent State agencies or in case The Bank has
the right to refuse to provide other services in accordance with the Law.

d. Woori Bank Vietnam has the right to change relevant transaction fee or change Terms and Conditions
anytime without Customer s consent. However, The Bank must inform Customer in advance at least via
these following methods such as official website, via SMS banking service, in transaction branches and
counters or any other communication methods. Notices shall be deemed to have been successfully sent
the same manner as provided for in Article 11.2 of the Terms and Conditions.

e. Woori Bank Vietnam has the right to automatically debit Customer account to collect service fee that
Customer registered to use according to applicable table fee of Woori Bank.

f. Woori Bank Vietnam has the right to lock Security Facilities, refuse to perform transactions or
temporarily suspend the provision of Online Banking services, account services...etc. and request to
implement Customer authentication, re-verification in case The Bank suspects/detects the signals of
cheating, falsifying; or the signals of violation and/or breach The Bank regulations; or upon request of
competent State agencies.

g. Woori Bank Vietnam has the right to deny the payment request cancellation of Customer that has been

processed successfully. All amendments, changes or cancellation of payment transaction are requested
by applicant or beneficiary or both must be approved by The Bank. In that cases, The Bank undertakes
to make all effort to support Customer but shall take no responsibilities of whether these amendments,

changes, cancellations are done successfully or not for any reasons. Woori Bank Vietnam shall not be
responsible for any dispute between Customer and beneficiary relating to payment request in any cases.

h. Woori Bank Vietnam has the right to request Customer to use the payment services to fully refund the
beneficiary amount due to excessive or mistaken transfer by The Bank (including operational errors,

system problem of The Bank).

I. Other rights according to Law s regulations.

8.2 Obligations of Woori Bank Vietnam

a. Woori Bank Vietnam undertakes to comply with and ensure Customer s right in accordance to Terms
and Conditions.

b. Woori Bank Vietnam ensures that within the control of The Bank, the service provision system shall be
stable, safe and in compliance with related provisions on providing online-services. Woori Bank Vietnam
takes responsibility to recover, repair system when errors occur in The Bank system. In case of service
interruption in order to maintain, upgrade or update the system, the Bank will notify the Customer at
least 01 working day in advance via Online Banking. In case of serious errors that require time to fix,
Woori Bank Vietnam will notify Customer promptly via Online Banking, SMS, etc ... and undertakes it
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shall make best effort to find solutions to recovery, repair the system as soon as possible, ensuring that
maximum interruption time of Online Banking system is no more than 04 hours per time and no more
than 96 hours per year (except for force majeure cases or maintainance, upgrade and update of system
notified by The Bank above).

C. Woori Bank Vietnam takes responsibility for keeping confidential Customer s information as regulated
in Article 6 of Terms and Conditions.

d. Woori Bank Vietnam undertakes to perform exactly in accordance with Customer s payment request
content. In case of denying to process the payment request of Customer, The Bank must notify Customer
in advance in stipulated manners.

e. Woori Bank Vietnam takes responsibility for supporting, consulting, processing Customer s requests
during Customer registering and using service period. In addition, The Bank supports in time solutions
when The Bank receives valid written notice of Customer on lost, disclosed, stolen registered phone
number, Token, user ID, password etc.

f. Woori Bank Vietnam takes responsibility for receiving and making its best efforts to settle Customer s
requests of investigation, complaint, and amendment, etc. in accordance with the law and The Bank's
internal policies and regulation.

9. Woori Bank Vietnam takes responsibility for Customer’s damage directly generated from intentional
or unintentional activities of The Bank or bank ‘staffs when providing services.

h. Woori Bank Vietnam undertakes to inform and return the transaction amount to Customer s original
account in case of system error leading to failure of transfer to beneficiary's account and beneficiarys
bank.

I. Woori Bank Vietnam takes responsibility for informing Customer in stipulated manners of any changes
to Terms and Conditions, or any amendment, supplement, suspension or termination of services, or any
adjustment to service fees and other related commission.

J. Other obligations as prescribed by law.

Article 9: Rights and Obligations of Customer

9.1 Rights of Customer

a. 1o use Online Banking service of Woori Bank Vietnam within the scope registered with The Bank.

b. Customer has the right to request The Bank to register for changing, supplement service in accordance
with The Bank's regulations.

C. Customer has the right to request The Bank to change/renew Token in case of technical errors; to
update or change login information (including user ID, password, and other information) as regulated
by The Bank. Fees for issuing new tokens (if any) according to The Bank's regulations from time to time.
d. Customer has the right to change types of using services, to suspend or terminate using service
anytime by sending written application for change/proposal to The Bank. Customer s request takes effect
upon The Bank receiving of request and successfully processing in accordance with The Banks
regulations.

e. Customer has the right to send request for investigation, amendment, cancellation of transactions,
payment requests which have been processed. The Bank takes all effort to receive, consult and process
Customer s request as regulated.

f. If Customer finds out any mistake or fault in processing transactions or payment request made by The
Bank, Customer may directly contact The Bank's staffs at counters/or Hotline 1800-6003 to clarify and
settle, including:

Any delay or mistake made in processing Customer s payment request; or

Transaction does not implemented by Customer, or

Any fraud in using service; or

Other problems

g. Other rights according to the law's regulations.

9.2 Obligations of Customer

a. Customer takes responsibility for complying with Terms and Conditions, registering procedure,
transaction order and other guideline from The Bank; using and managing account as regulated; using
information provided in service in correct purpose; giving payment request within transfer limit allowed.
b. Customer takes responsibility for supplying correct and complete information as requested by The
Bank to register and use Online Banking service. In addition, Customer takes responsibility for informing
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The Bank of any changes of above information. Customer takes all risks in case of providing incorrect,
insufficient, untruth, non-updated information.

C. Customer takes responsibility for keeping confidential user ID, password, token provided by The Bank;
ensuring that only Customer is able to login and use service. Customer informs The Bank promptly when
having reason to believe that user ID, password, token are stolen, revealed.

d. Customer takes responsibility for log in, sign up information and using service by Customer s user 1D
and password. Every transaction, payment requests generated from Customer s user is defaulted that are
made by Customer even if they are really made by Customer or not.

e. Customer takes responsibility for, at its own costs, facilitate sufficient, good quality equipment
connection devices, machine, soft-ware, application... to connect, log on safely to system. Customer takes
responsibility for use every reasonable method to ensure safety and compatibility for all machines,
devices connecting to system to prevent and control illegal connection and usage.

f. Customer takes responsibility for making payment in full and on time all fees according to The Bank
regulations regarding to using service and operating transactions through Online Banking system.

9. Customer takes responsibility for cost, loss, damage incurred due to the misconduct of Terms and
Conditions.

h. Customer takes responsibility for cooperating with The Bank to solve any error or incident occurs
during using service.

i. For notification service provided by The Bank, Customer agrees to receive notification with content:
notification on change of registered account balance; OTP code notification; advertising of new products
and services, promotion, others notification relating to online transactions with Customer. At the same
time, Customer is responsible for proactively updating and reading The Bank's notices sent to Customer
through notification methods as agreed between Customer and The Bank.

J. Customer take responsibility for indemnifying The Bank in case of being sued, accused, claimed,
penalized or being liable for any other fees relating to using services including but not limited to:

- User ID, password of Customer are illegally used by the third-party,

- The provisions of Terms and Conditions are violated by Customer;

- Customers devices are not use or used in incorrect manner to connect to the system provided by The
Bank;

- Any accusation from third-party from the above reasons.

K. Other obligations as prescribed by law.

Article 10: Stipulation of non-liabilities

10.1 Woori Bank Vietnam takes no responsibility for damages, losses of Customer generated during using
service except that these damages, losses are determined to be The Bank subjective fault.

10.2 Woori Bank Vietnam takes no responsibility for direct or indirect damages for Customer generated
by/from;

a. Using service or getting information from service by persons authorized by Customer; or

b. Customer's ID user, password and/or other verification factors provided by The Bank are revealed,
lost, stolen leading to being used/accessed by third-party; or

. Customer provides incorrect information; or registered phone number is revoked by network provider
or has other reasons leading to Customer being unable to use phone number or authentication code
received devices; or

d. SMS is sent by third-party who by any methods connect their device to Customer s registered phone
number; or

e. Postpone, delay, unavailability of using or any other problems occurs during the provision of service
due to reasons that are out of The Bank reasonable control, including error on internet line access,
interruption from services providers of The Bank; or any force majeure including but not limited to
natural disaster, pandemic, strike; request or order from Government, State agencies, other authorized
Authorities.

f. Failure to comply with The Bank's agreements, instructions and regulations on the use of services.

9. Transactions that violate the law.

Article 11: Supplementation, change of Terms and Conditions
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11.1 Customer agrees that Woori Bank Vietnam has the right to change, improve, and supplement content
Terms and Conditions without any agreement/approval from Customer. However, The Bank should inform
Customer about such supplementation and change and effective date. In case Customer does not agree
with the changes made by The Bank, Customer has the right to terminate the use of Online Banking
services of Woori Bank Vietnam in accordance with the law and comply with the procedures prescribed
by The Bank from time to time. If Customer continues to use service after effective date of
publicity/effective without any other requests, it shall be deemed that Customer absolutely agrees with
these changes, improvement, supplementation,

11.2 Announcement of change, improvement, supplementation is considered sent to Customer
successfully when:

a. Change, improvement, supplementation —are updated to Terms and Conditions and uploaded to The
Bank official websites at https://www. woori.com.vn or https://wWww.woori.vn, or

b. This announcement is sent to Customer s email address registered with The Bank, or

C. This announcement is sent to address that Customer register with The Bank; or

d. This announcement is publicized in Woori Bank Vietnam transaction offices, branches; or

e. This announcement is sent to Customer s phone number registered with The Bank.

Article 12: Termination of service

12.1 Customer may terminate using Online Banking service of Woori Bank Vietnam anytime by sending
request in writings to The Bank or in other methods specified by The Bank. However, even upon
termination of the service, Customer still takes responsibilities and be binding to Terms and Conditions
to the extent of Customer s rights and obligations incurred during the Customer s use of service.

12.2 The Bank may suspend the service immediately without any announcement to Customer in advance
in one of the following cases:

a. Customer violates the Terms and Conditions, commitment signed with The Bank;

b. 1t is found out that Customer s ID, password, token are revealed to the third party who is unauthorized
by the Customer,

C. The Bank reasonably believes that there are/might be unauthorized transactions relating to any
account of Customer or any service used by Customer;

d. Customer is insolvent or bankrupted, or Customer s property is controlled or in liquidation process;
e. The Bank suspects the authority of any individual when he/she input order related to Customer's
accounts or Customer s using service.

f. Other cases in accordance with the law.

Article 13: Implementation undertaking and dispute settlement

13.1 Customer commits that they have read, understood and shall comply strictly with all articles of
Terms and Conditions and any amendment, supplementation, appendix thereof (if any). In addition,
transactions via Online Banking services of Woori Bank Vietnam need to be stipulated to Application to
opening and using account that Customer has committed with The Bank and other related provisions of
Vietnamese laws.

13.2 In case of dispute arising during implementation, two parties agree to preferably solve by
negotiation. In case it is unable to solve by negotiation, the parties have the right to refer the dispute to
the authorized Court.

Article 14: Applicable law

Contents not mentioned in the Terms and Conditions will be implemented in accordance with the relevant
legal regulations and internal regulations and guidelines of Woori Bank from time to time.

Content of Terms and Conditions are governed by and shall be construed in accordance with applicable
laws of Vietnam. The Terms and Conditions are made in Vietnamese, English and Korean version. In case
of any discrepancies between Vietnamese, English and Korean version the Vietnamese version shall
prevail.
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